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ensemble modules at deployment to make replication computationally
infeasible while preserving model utility.
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Adversaries can reconstruct sensitive training data from model outputs. We
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Thrust 3 — Inference Privacy (against data breaches)

User queries and outputs in Cl environments are vulnerable to interception.
We design efficient homomorphic encryption with ciphertext-aware pruning
and polynomial reduction to enable practical, fully encrypted inference.
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Benefits to Scientific Cyberinfrastructure Result Dissemination Plans Risks Versus Potential For Advances

* Strengthens security, integrity, and * Stolen model fidelityd ; * Risks: Performance overhead from
reproducibility of MLaaS-based reconstructed feature distanceT"; encryption; resistance to adoption if
scientific collaboration workflows by encrypted inference latencyJ ; workflows disrupted;
mitigating model, data, and inference- negligible task-relevant utility loss\,. « Mmitigation: Efficiency-focused
level vulnerabilities. * Open-source software; Public design; modular integration;

* Enhances trust in collaborative Cl for datasets & benchmarks; Tutorials, continuous usability feedback loops.
sensitive domains (healthcare, disaster user guides, workshops, etc. » Payoff: A deployable, modular
response, genomics) by enabling * Audience: Cl admins, domain security framework that protects
secure and reliable model access and scientists, research institutions. models, data, and inference in
data sharing across institutions. collaborative MLaa$S environments.
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