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* Sensitive scientific data is increasingly used to train Al models, -
while regulations (GDPR, CCPA) mandate verifiable data SIIPA: E'fystem-Level Tools and Infrastructure to Facilitate our IPA
removal and provenance Mechanisms
P ' « Training Logs for Intermediate Checkpoining Mechanisms to enable
* Adversarial trainers can misrepresent how data was used or Reproducibility
where models originated. Existing tools provide weak, ad-hoc e Novel cryptographic schemes to enable the integrity of training logs.
guarantees and rarely consider an adversary that actively ¢ |Improved fixed-point arithmetic for LLMs
evades audits. — -
* Black-box-only deployments (closed APIs, third-party fine- IPAD: Mechanisms to Ensure Training-Data IPA IPAM: Mechanisms to Ensure Al Model IPA
tunes) make auditing harder still: ground truth is unavailable, e Cryptographic techniques (e.g., PCPs) for » PCPs of model ownership and
training data is secret, and customization recipes are training on certified data with bounded error cryptographic certificates of model
oroprietary fix-point computation & bootstrapping to properties
| . o keep errors bounded e Repurposing privacy estimators to
* Goal: provable, deployable mechanisms that let scientific e Hash-chains to prevent data manipulation estimate correlations between model
collaborators trust Al artifacts — from training logs to e Watermarking for statistically verifiable updates and user queries
released models — even when other parties may be guarantees
adversarial.
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Y Provable repudiation: A* for model f* > A" for model f. and Audltlng in a Black-Box Sett’-ng” o
» We propose a data e ™ * We propose a general black-box ‘c
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(c) Federated fine-tune with CAMOMARK watermark O Under StrO ng rObUSt * We fu rther propose da Sequentlall seeret shard candidate parent argat modk!
e " aggregators in - \\ " sample-efficient auditing * We propose causal model |
federated learning approaches that gives anytime- provenance, together with reducing
. . o . Flas trade-off function T with valid auditing verdict that model provenance to data
Benefits to Scientific Cyberinfrastructure iy SUpecan) I7(@) ~Tu(@)] = 0. adaptively stop once sufficient membership auditing
* Design solutions for collaboration across disciplines; evidence is collected
develop new insights and approaches for distributed, Evaluating and Demonstrating IPA  Risks vs. Potential for Advances

sensitive, private or noisy datasets using Al. * Public datasets on image classification, ° Challenges: Scaling cryptographic guarantees to large

* Accountability and transparency in scientific discovery biology, math and language (such as Pile- generative models. Floating-point determinism for
enables trusted collaboration when aggregating data from ' reproducible training. Cryptographic overhead at

multiple parties and when training models on such data. . . . modern Al throughput. Building tools that scientists
* Mechanisms, implementations, and

* Enhance confidence by (1) checkpointing and benchmarks released on GitHub under
reproducibility of Al training logs, (2) data and model an open-source license.

provenance tracking and (3) post-training property

can actually use.

 Potential: Securely sharing distributed, sensitive
datasets unlocks high-impact discovery in biomedicine
and the natural sciences. A success story for supply-

certification. chain trust across the broader Al ecosystem.
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