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Goal r Robust and Resilient Open Science ] SAFARI integrates forensic data Workflow
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Services do;ume-?.tatl.on, and abstractions provenance, and reusability, and reproducibility virtualization execution metadata
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modularizing workflows, integrity & provenance | & high-level interfaces & verification |
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Outputs verification, and automating Automation of workflow patterns “mtf sting,
integrity checks, SAFARI ensures T
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Cybersecurity Innovation Evaluating and Demonstrating Transiton

e Num. of workflows with embedded forensic analytics with trustworthiness (provenance
integrity, validation accuracy) and reproducibility across HPC/HTC platforms. (Metrics)

e Adoption and reuse of components by Earth science and cross-domain users, with training

e Embed forensic data analytics directly into workflow systems (Pegasus); ensure
trustworthiness, reusability, and reproducibility (TR&R) of scientific workflows; and

automate data provenance, validation, and integrity checks for end-to-end security outcomes measured by num. of students and early-career researchers engaged. (Metrics)
e Modularize workflows into containerized components for explainability and reuse; and * Open-source forensic workflow modules via Pegasus WMS GitHub, with documentation,
establish forensic analytics as a core Cl service, setting new standards for open science tutorials, and training through ACCESS affinity groups and workshops. (Community Access)
Approach For Transitioning the Innovation e Dissemination via SC, PASC, AGU, AAAS, and community platforms to ensure broad access and

reproducibility. (Community Access)

Programmatic Details
e 3-year project started on October 2025

e Led by U. of Tennessee, Knoxville with U. of Southern California (ISl)
e Unfunded collaborations with Earth science research groups, ACCESS communities, and Sandia

e Provide interoperable building blocks (artifacts, toolchains, automation, practices)
e Deliver containerized workflow modules for portability and reusability
e |ntegrate automated forensic verification frameworks directly into Pegasus workflows

e Train students and researchers through hands-on forensic Cl services

e Engage with communities (ACCESS, SC, PASC, AGU, AAAS) to build adoption pathways National Laboratories
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Scaling to Distributed Cl: Workflow Execution via Pegasus Provenance Metadata in Action: Forensic Traceability at Benefits to Scientific Cyberinfrastructure
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