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Introduction:  Project Motivation & Fundamental Research Contributions

Challenges:  Why Scientific Software is Hard to Fuzz Thrust 1:  Flexible Instrumentation
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Research Impacts:  Education, Publications, Discovered Bugs, and Open-Sourced Software
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Scientific software underpins critical infrastructure—from national labs to 
large-scale simulation platforms—yet remains largely under-vetted by modern 
software testing. While coverage-guided fuzzing (shown below) revolutionized 
vulnerability discovery in conventional software, its effectiveness breaks down on 
scientific software due to three fundamental gaps: (1) lack of cross-language 
instrumentation for heterogeneous codebases, (2) the absence of scalable 
harness synthesis techniques for isolating component-level testing, as well as 
(3) missing input specifications that prevent effective generation of test cases.

This project advances security vetting of scientific software by transitioning key advancements in fuzzing, developing new composable 
capabilities—(1) cross-language instrumentation, (2) automated harness synthesis, and (3) input specification recovery—extending 
the reach of fuzzing across today’s increasingly diverse, critical, and under-vetted ecosystems of scientific software libraries and applications.

The project will transition its outcomes through deployment on real-world scientific cyberinfrastructure (e.g., ACCORD) as well as 
collaboration with scientific software developers, while releasing open-source fuzzing tools and integrating them into education and outreach 
efforts. To date, this project has already uncovered 227 new software defects, including in science-critical software like CPython and HDF5.

Overview: We are developing automated techniques to synthesize semantically-correct API harnesses that 
expose deep functionality of scientific software without manual effort. By generating and refining candidate call 
sequences, arguments, and data flows using mutation and correctness checking, our approach converges on 
constructing valid harnesses that enable effective fuzzing of complex, multi-language scientific software APIs.
Outcomes: Our approach Oracle-guided Harnessing (ICSE’25) discovers 41 new bugs across real-world 
libraries, outperforming both developer-written harnesses and prior auto-harnessing, with 0% false positives.
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Open-source fuzzing tools released:Software defects discovered & reported:

University of Utah students found & reported 
60+ security defects in real-world software.

227
bugs

Affected scientific software:● CS 5493/6493: Applied Software Testing (Utah)
● CS 4501/6501: Software Security Testing (UVA)

Papers in top security / systems / SE venues:Undergraduate/graduate courses developed:

Overview: We are developing techniques to automatically recover input structure and semantics directly from 
programs and executions, enabling fuzzing to create valid, high-quality inputs for complex scientific software.
Outcomes: Our semantics-aware binary fuzzing technique, Register-level Likely Invariants (FSE’26), 
surfaces 20 new bugs missed by coverage-guided fuzzing, while exploring 27× more unique program states.

Overview: We are developing a flexible, cross-language instrumentation framework that captures unified 
execution feedback across heterogeneous scientific software stacks (e.g., Python–C/C++–Fortran). Our 
SnakeCharmer (FSE’26) results highlight how critical program behavior spans language boundaries, such as 
Python interfaces and native C components jointly defining API semantics, data flow, and exception behavior.

Outcomes: Our cross-language fuzzing efforts uncovered 20 new bugs in pure and native Python libraries, 
including a 17 year old error within CPython itself. We are now working on expanding this to other languages.


