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Data namespace on OSDF

• Public namespace on released 
data

• Private namespace on 
embargoed data

• Background jobs on non-urgent, 
longitudinal attack data on OSG 
HTC

NIST Secure HPC working group

Published Characterizing GPU 
Resilience at Supercomputing’25 
and AI agents DSN’26

Problem: Supercomputing infrastructure for AI 
innovations are prime targets for disruption of 
cyberinfrastructure. 

Gap: Lacking cross-CI longitudinal attack data, 
making evaluation of detection models detached 
from real attacks.
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Network: DDoS (Slowloris) Probing, Scans
Web: XSS, SQL Injection
Authentication: IoT-device infiltration
Host: Privilege escalation, Backdoors, Worms

Time frame: longitudinal 

(2000-2025 onwards)

Volume: 15B+ records

Size: 30TB+ on disk (syslogs, pcaps)
Access Mode: Dynamic streams

Privacy: anonymization on the fly

Label: structured (SQL) and ground truth

Novel Attacks: quantum-resistant 

cryptography, AI-driven malware, 
ransomware, supply-chain SSH 

backdoors
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Existing Work Data Source of Our Data Lake
Zeek border tap + East-West traffic

a. Connectivity path from NCSA to national partners

b. System and Network Diagram of Delta and related storage systems at NCSA
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Resilience Example CVEs found in AICyberLake

https://pmcao.github.io/projects/aicyberlake/
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