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Motivation

Existing cyberinfrastructure security
In robotic surgery do not fully
consider users’ cybersecurity
awareness and knowledge as well
as evaluate training and mitigation
for cyberattacks

Desigh new human-centered
algorithms to detect, identify, and

mitigate cyberattacks in the robotic-
assisted surgery (RAS)
cyberinfrastructure

Research Thrusts

1. Identifying and quantifying robotic-
assisted surgery (RAS) cybersecurity
vulnerabilities and risks

2. Developing human-centered
cyberattack detection and
Identification techniques

3. Mitigating cyberattack impact via
training and an attack-impact
transparency system for safer
robotic surgery cyberinfrastructure

Intellectual Merit
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Cyberattack identification
and mitigation strategies

Robotic-Assisted Surgical Devices (RASD)

Research Products
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Broader Impacts

1. Assess RAS stakeholder cybersecurity awareness and 1.

evaluate HCCRS integration into RAS scientific workflows
2. Design an Al-driven framework to quantify cyberattack

iImpact and identify attacks using fused multimodal 2.

physiological and clinical data

3. Develop RAS cybersecurity training materials and evaluate 3.

an attack identification transparency intervention through
human-subjects experiments

Advance cybersecurity awareness among healthcare
stakeholders, translatable to the National Initiative for
Cybersecurity Education

Create a RAS cybersecurity training module and attack
Impact quantification system for operators and patients
Integrate developed tools and frameworks into future RAS
scientific workflows and cyberinfrastructure
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