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« Research Thrust 2: The proposed MA-CAVR operates in two stages:
1. Constraint Generation via a Prompt Engineering LLM (captures requirements, constraints, and

We have partnered with two internationally recognized scientific cyberinfrastructures
with a rich set of OSS assets:

vulnerapility inform.atio_n). | o o Broader Impacts:
+ CyVerse is a UArizona-led scientific cyberinfrastructure (~$115M since 2008) that > Remediation & Validation via a Remediation LLM and Validation LLM, . Provide critically needed DL-based vulnerability management capabilities to major
provides high-performance computing capabilities to 100K+ life scientists scientific Cls that serve life science, NSF. and NIH communities.
internationally. Intellectual Merit: * Integrates multiple vulnerability management capabilities across multiple scientific
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= Algorithm Development: This project develops novel deep learning-based techniques
and large language model-based approaches for advanced vulnerability management.
Selected novelties of proposed approaches include:

* Project development and execution include roles for UArizona and |IU NSF
CyberCorps Scholarship-for-Service (SFS) graduate students.

Cloud ($30M since 2014). Jetstream?2 serves 8K+ users across 400+ NSF/NIH-
funded projects.

To help facilitate the translation of the research models and outputs into operational « FV-SAAE uses a vulnerability severity weighting scheme and novel combinatorial

cybersecurity capabilities for CyVerse and Jetstream?2, we have also partnered with ttenti hanism to f 0SS t and vul bility d Acknowledaements:

OmniSOC. An IU-led initiative, OmniSOC is one of the largest real-time Security atention meehanism 1o TUse asset and vulnerability data. 2

Operations Centers and vulnerability management for universities and federal * RemCRL extends the transformer to operate with stacked word embeddings and This material is based upon work supported by the National Science Foundation
facilities (25+ clients). contrastive severity loss function to identify remediations for vulnerabilities. under Grant Numbers OAC-23119325 (CICI), OAC-1917117 (CICIl), DGE-1921485

(UArizona SFS), and DGE-1946537 (IU SFS).

é » CYVERSE _IE tfeame ::: OmniSoOC = VMS: Integrates vulnerability assessment results from multiple tools and enables

analysts to use FV-SAAE, RemCRL, and other proposed methods.
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