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 Setting. Edge cyberinfrastructure (e.g., SAGE/Waggle) deploys sensor-equipped edge nodes alongside on-site MicroDCs in
remote locations for near real-time wildfire, flood, and hazard detection.

ML at the edge. Edge MicroDCs increasingly run ML workflows for real-time inference and training similar to traditional
datacenters, but on tight power, memory, and trust budgets.

* Multi-tenancy is the norm. A single MicroDC hosts diverse workloads: different sensor modalities (wildfire cameras,
weather monitoring) and different functional roles (sensor ingestion, data logging, ML inference).

e Our project. We are designing PAMS, a Priority-Aware Memory & Security framework. We are transitioning it into SAGE
and NDP to deliver multi-tenancy that is performant, sustainable, and secure, without requiring OS kernel changes.
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Memory contention causes asymmetric degradation: RocksDB
throughput drops sharply, while YOLO runtime increases under
shared execution.
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Resulting Benefits and Transition Plan

* Secure multi-tenancy without performance collapse
Resource and Security Innovations .

* Unified treatment of memory types. Page cache, heap,
GPU buffers, look-up tables as first-class citizens .

Approach: PAMS — Priority-Aware Memory & Security Framework
Multi-Tenant Workloads on the Edge MicroDC

Lower static power and embodied carbon through right-
sized memory use
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Stronger isolation for shared SAGE and NDP edge nodes

Wildfire Inference (untrusted)

* Application-level triggers. Apps signal pressure via cgroup

Security observability from existing resource signals
pressure + page-fault tracking — no kernel patches

* Transition to SAGE Waggle nodes, MicroDC sites, and NDP
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& Security Framework * Signed application triggers

* Measure throughput, latency, energy, carbon, side-channel

* Contention obfuscation prevent visibility to other tenants leakage, and Do resilience

Unified Memory Treatment during critical fire events such as side channels going dark
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establishes a unified resource-security primitive for edge ClI.
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