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Project Overview

* |nfer whether shared models used compromised datasets 4
* Log dataset lineage / transformations across ML workflows
* Unlearn corrupt data without full retraining

* Store models provenance securely in cyberinfrastructure
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Medical Researcher Workflow

Need for Integrity, Provenance and Authenticity (IPA):

 Detect public ML models trained on corrupt data
* Standardize efficient, reproducible dataset-model tracking Al /0
 Remove patient or corrupt data from models effectively 0/ '~
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Medical workflow evolves: corrections, updates, dataset drifts, consent withdrawal

\ Without provenance, issues propagates to downstream scientific studies
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Technical approaches:

 Thrust 1: dataset inference
 Thrust 2: provenance
 Thrust 3: unlearning
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tracking: unlearning:

Q3: how to remove impact

\ without retraining? /

QI: how to track data lineage

\ across workflow? /

Resulting benefits:
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Evaluating and demonstrating IPA:

Dataset inference: TPR/FPR/precision/recall
+ robustness (partial inclusion, similar data)

Provenance: accuracy + overhead
(online/offline; slicing + logging)

Unlearning: utility vs retraining
+ temporal/multimodal consistency

Usability: fit with real workflows
(collaborator feedback + adoption)

Risks versus potential for advances:

Privacy leakage risk - privacy-by-design
+ secure audit trails

False flags — robustness tests
+ baseline comparisons

Workflow overhead — thin/amorphous slicing
+ bulk metadata transfer

Record tampering — crypto protections
+ encrypted CI storage/HTTPS
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